5/12/2011

Single Sign-On Password Modifications

Based on recent audit findings, DTMB will be implementing new password
policies for the Single Sign-On (SSO) web portal. This change impacts users of
approximately 70 applications across seven State agencies. Total users affected
is 190,000.

Current configuration:

Minimum password length is five (5).

Passwords are case sensitive.

Maximum number of repeated characters is two (2).
Password cannot be same as userid or user name.
New password cannot be same as current password
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New configuration:

Minimum password length is eight (8).

Password must contain at least one letter and one number.
Passwords are case sensitive.

Maximum number of repeated characters is two (2).

Password cannot be same as userid or user name.

New password cannot be same as current password.
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Implementation date for new configuration: August 1%, 2011.

Beginning August 1%'and after, users will be required to change their password to
the new configuration when their existing password expires.

Communication will be offered to SSO users through login screens, through
application announcements screens (such as the CHAMPS Mylnbox alert texts),
and through the State of Michigan web site. Additional communication may also
be offered.



SSO Administration: file:///C:/sso-html/test/docs/change_passwd.html

State of Michigan Single Sign O:ﬁ_'}___

Input old password
Input new password

Confirm new password

Change Password Cancel

Changes to password rules:

Password rules are changing because of increased security.
Please note new password rules below.

Password rules are:

Minimum password length is 8

Password must contain at least one letter and one number
Passwords are case sensitive

Maximum number of repeated characters is 2

Password cannot be same as userid or user name

New password cannot be same as old password
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